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1. PURPOSE 

Green Powered Technology LLC (GPTech) is issuing this Request for Proposals (RFP 2019-01) to select 
a subcontractor for turnkey services including procuring materials and installing metering and telemetry 
systems for two (2) solar photovoltaic (PV) systems, located at the Los Ebanos, TX Land Port of Entry and 
the Kingsville, TX Border Patrol Station.  This Request for Proposal (RFP) is issued for work defined in 
Attachment A.   

2. BACKGROUND  

GPTech is the prime contractor for Energy Management Services for the Office of Facilities and Asset 
Management (OFAM) of U.S. Customs and Border Protection (CBP), a component of the Department of 
Homeland Security (DHS). OFAM is responsible for managing, operating, and maintaining CBP’s portfolio 
of facilities and other physical assets, including nearly 200 renewable energy systems deployed at facilities 
throughout the U.S. GPTech’s responsibilities for energy management services include contractual 
requirements to recommend innovative approaches to monitor renewable energy system performance, and 
to implement a metering and telemetry pilot program for one or more CBP renewable energy systems. 

3. TYPE OF CONTRACT 

This is a Firm Fixed Price Subcontract. 

4. RFP TIMELINE 

 
Issue Request for Proposals November 5, 2019 
Final Date for Questions/Indicate Interest in 
Answers to Questions 

November 12, 2019 

Questions Answered November 15, 2019 
Proposals Due December 3, 2019, 5 pm Eastern Time 

 

5. COMPLIANCE WITH INSTRUCTIONS  

 
a) Replies to this RFP must follow the outlines and/or instructions concerning format. 
b) The proposals must be clear, concise, and must include sufficient detail for effective evaluation 
and for substantiating the validity of stated claims. The proposal must not simply rephrase or restate the 
requirements, but rather must provide convincing rationale to address how the proposer intends to meet 
these requirements. Proposers are cautioned that GPTech considers the overall form and substance of their 
proposal to represent the quality of work and caliber of expertise expected to be performed under this 
contract, and that as such, it will be considered throughout the review and evaluation process. 
c) A Proposer’s failure to adequately respond to the requirements of this request for proposal may 
render a proposal incomplete, as it relates to the requirements of the request, and therefore may cause it 
to be found unacceptable for further consideration and ineligible for award. 
d) Any data that may contain trade secrets, copyright data, or financial information that the Proposer 
or proposed subcontractors do not want disclosed for any purpose other than the evaluation of the proposal 
must be marked proprietary or confidential.   
 

6. PERIOD OF OFFER 
 

Proposals must be binding for 180 calendar days from the request closing date. Proposers may propose 
more than 180 days; however, plans offering less than 180 days may be deemed unacceptable. 
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7. COMMUNICATIONS  
 

Any questions or inquiries on the RFP must be in writing and must be received by the deadline stated in 
Section 4 above. Questions must be directed to Jeremy Schein, Green Powered Technology, at 
proposals@greenpwrd.com. Please include “RFP 2019-01 Question” in the email subject line. 
Additionally, any potential proposers who wish to receive copies of the responses to questions (but who 
do not have any questions of their own to submit) should also email Jeremy Schein, Green Powered 
Technology, at proposals@greenpwrd.com prior to the deadline noted in Section 4 above. Please include 
“RFP 2019-01 Interest” in the email subject line. Any material questions that are received will be 
responded to in writing, by email, with copies provided to all potential RFP proposers who either asked 
questions or who have expressed interest in receiving the responses.  
 

8. PROPOSAL SUBMISSION AND DELIVERY INSTRUCTIONS  
 

8.1 Date and Time 
All proposals must be received by Jeremy Schein at proposals@greenpwrd.com by the date and time stated 
in Section 4 above. Please include “RFP 2019-01 Proposal” in the email subject line. 

8.2 Page Size, Typing, Spacing and Numbering  
1) Proposals shall be submitted in Microsoft Word or Adobe PDF format. 
2) Page size must be 8-1/2 by 11 inches. The type size must not be less than Times New Roman 12-

point. When both sides of a sheet of paper contain material, it will be counted as two pages. 
3) 11 x 17-inch paper will be acceptable for graphics, tables & diagrams as long as it folds to 8-1/2 

x 11. A smaller type size than 12-point is acceptable for graphics, tables & diagrams as long as 
the information portrayed remains easily readable. 

4) GPTech will not evaluate or read any information beyond the page limits specified. For the 
purpose of page-limitations, cover sheets, electronic copy identification files/documents, and 
tables of contents will not count towards proposal page limits. 

 

8.3 Proposal Organization  
Offers must be organized as follows: 

Proposal Organization 

PART CONTENTS PAGE LIMIT COPIES 

 Table of Contents 20 Pages Submit one (1) 
original copy 
electronically  1 Statement of Qualifications  

2 Work Plan 

3 Cost Proposal  

 
a) Statement of Qualifications 

Proposers shall provide a description of their expertise for installing and configuring metering equipment 
and communications systems, and for implementing electronic dashboards for remote monitoring of 
renewable energy systems, specifically solar PV systems and/or wind turbines. Proposers shall note if they 
are GSA Schedule contract holders and if so, proposers shall provide their contract number. 

mailto:jschein@greenpwrd.com
mailto:jschein@greenpwrd.com
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Proposers shall provide at least one reference for a project providing similar metering services for renewable 
energy systems, including a specific point of contact (name, title, telephone number, email address) and 
description of the work performed for that project (hardware and software employed, date installed, services 
provided).  

Proposers shall provide names, titles, affiliations, roles on the proposed project, and CVs or resumes for the 
key personnel who will be performing work at the CBP-owned facilities.  

b) Work Plan 
Proposers shall prepare a detailed work plan, including demonstrating an understanding of the project 
requirements. The work plan shall fully describe the hardware proposed for installation at Kingsville as 
well as at Los Ebanos, for metering as well as for communications, including noting the preferred hardware 
vendors and software platforms to be used. The response should note important ongoing maintenance 
activities which may be required (e.g. annual meter calibration). Proposers are encouraged to provide 
schematic diagrams. Proposers are encouraged to note whether the hardware and/or software proposed is 
available through GSA Schedule contracts. Proposers shall provide data sheets and/or specifications for all 
hardware proposed for installation; these can be added as attachments and may exceed the page limit. 
Proposers are encouraged to provide links to “demo” versions of dashboards or software if available. 

The work plan shall describe the type of communications to be used as well as steps taken to ensure 
cybersecurity. The work plan shall also fully describe features of the software platform or electronic 
dashboard to be configured for remote monitoring.  

The work plan shall include an approximate schedule or timeline for the work to be performed. 

Proposers should give specific attention to the clear identification of those portions of the Proposal that they 
consider confidential and/or proprietary commercial information or trade secrets. 

c) Cost Proposal 
Proposers shall provide a cost proposal as part of their proposal for addressing metering requirements for 
both Texas facilities. Cost proposals should indicate anticipated costs for hardware, labor costs, and travel 
costs. The proposer’s Firm Fixed Price shall incorporate all travel costs. The Contractor selected will not 
be reimbursed otherwise for travel costs. 

In addition to anticipated fixed costs, the cost proposal shall also identify components of the work plan 
which require on-going subscriptions or payments for services, such as software licenses or 
communications services (i.e. annual charges for a cellular data plan). Proposers shall indicate the monthly 
or annual price of these services, as well as whether these services would be provided by the proposer or 
by a third party. The long-term costs (i.e., beyond the first year) of maintaining these services shall not be 
included as part of the Firm Fixed Price. However, the Firm Fixed Price shall include the costs of services 
needed for a minimum of one year of operation (i.e. the subcontractor will set up all licenses and services 
needed for a trial/pilot period which shall last at least one year). GPTech and CBP make no commitment to 
award any future contracts for services such as software licenses or communication services beyond the 
initial one year period. 

For any preventative maintenance activities which may be required in the future, the cost proposal shall 
include an estimated cost for these activities as well as a recommended schedule (i.e. perform this activity 
once every two years). Costs for future maintenance shall not be included as part of the Firm Fixed Price, 
and GPTech and CBP make no commitment to award any future contracts for maintenance activities to the 
selected Contractor. 
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Payment of the Firm Fixed Price shall be made subject to the satisfactory completion of the installation and 
configuration services. The selected proposer will be responsible for documenting project materials and 
demonstrating the functionality of the completed project. 

Any exceptions, deviations, or assumptions from the requirements of the RFP must be stated in a separate 
section of the Cost Proposal. Each one must be specifically related to a paragraph or section of the RFP and 
the specific section or requirement must be identified. Rationale for the exception or deviation must be 
provided. If no exceptions, deviations, or assumptions are taken, the proposal must state so affirmatively. 

 
9. PROPOSAL EVALUATION AND SELECTION CRITERIA  

 
GPTech reserves the right to reject any or all proposals, to cancel this request for proposals, to advertise for 
new proposals, or to proceed to do the work otherwise, at its sole discretion. This RFP does not convey a 
commitment to award a contract or to purchase any goods or services. GPTech will not be liable under any 
circumstances for any expenses incurred by any proposer in connection with the selection process. 
 
The Proposer providing the best overall value to GPTech may be awarded the subcontract. The best value 
is defined as the Proposer proposed solution which is most advantageous to the GPTech. 
 
The best value approach provides the opportunity for trade-off between non-cost factors and cost. The best 
value approach does not require an award to be made to either the Proposer submitting the highest rated 
proposal or the Proposer submitting the lowest price, although ultimate award may be to either one of those 
Proposers. Notwithstanding the foregoing, the GPTech reserves the right to make no award. 
 
Proposals will be evaluated based on the work plan (40%), proposer’s qualifications (40%), and cost 
proposal (20%). Considerations which will be particularly noted include demonstrated prior experience 
with metering solar PV systems; experience with government facilities; treatment of cybersecurity issues; 
functionality of the software platform; length of subscription to communications and/or software services 
provided as part of the Firm Fixed Price (beyond the minimum length of one year); and proposer’s ability 
to provide maintenance, repair, and replacement services, if needed in the future. 
 
Minority-owned, veteran-owned, women-owned and small business enterprises are encouraged to respond 
to this solicitation. 
 

10. TERMS AND CONDITIONS 
 
The winning bidder shall be subject to the flowdown clauses from Green Powered Technology’s prime 
contract with U.S. Customs and Border Protection. These clauses are detailed in Attachment B. 
 
Work to be performed at CBP-owned facilities shall not take place on Saturdays, Sundays, or on Federal 
holidays.  All other site visits, including those for site evaluation and for installation, must be scheduled in 
advance and are subject to cancellation/rescheduling at short notice resulting from operational requirements 
of the facilities. 
 
The winning bidder shall acquire and maintain, at its own expense, throughout the term of the contract the 
following minimum insurance limits and coverage except to the extent that Green Powered Technology’s 
prime contract imposes additional insurance requirements on Subcontractors (whether with respect to the 
types or amounts of coverage), in which case Subcontractor shall acquire and maintain the additional types 
and coverage of insurance required by the Prime Contract. 
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i) Workers' Compensation and Employers’ Liability insurance as required by statute in the 
state where Work is performed and with limits of not less than $100,000. 

ii) Comprehensive General Liability insurance including bodily injury, property damage, 
personal injury, blanket contractual and broad form property damage, products liability and 
completed operations with combined single limits of not less than $500,000 per occurrence. 

iii) Commercial Automobile Liability including owned, non-owned, leased and hired motor 
vehicle coverage with limits of not less than $200,000 per person, $500,000 per occurrence, 
and $20,000 per occurrence for property damage. 
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ATTACHMENT A  
SCOPE OF WORK 

 
1. General Requirements 

It is anticipated that the metering and telemetry systems to be installed at the pilot locations shall consist of 
the following components: 

• Metering hardware, potentially including current transformers, which is suitable to measure the 
amount of electrical power produced by the solar PV systems, on an on-going and real-time basis. 
Metering hardware shall also be capable of determining the operational status of the solar PV 
systems. The hardware proposed shall be suitable for any combination of solar PV panels and solar 
inverters (i.e. not specific to any manufacturer or model of solar PV equipment). Metering hardware 
shall meet the accuracy standards of ANSI rule C12.1 (i.e. ±2% or better); please indicate if 
hardware also meets the more stringent standards of ANSI rule C12.20, although this is not 
required. Metering hardware shall meet applicable safety standards, for example UL61010. 
Metering hardware shall be capable of taking measurements at a minimum frequency of one 
measurement per hour; 

• Communications hardware which is suitable for transmitting data from the metering hardware and 
out of the facility, potentially including cellular modems, cell signal boosters, satellite dishes, 
radios, etc.; 

• On-going communication services, potentially including a cellular service data plan, for 
transmitting data at a minimum frequency of one measurement per hour, most likely to a server to 
be maintained by a third party (including cloud computing options); and  

• A software platform and/or electronic dashboard for interacting with the data collected and 
transmitted. Functions of this platform shall include the ability to archive historical data; the ability 
to download interval and cumulative data to file formats compatible with Microsoft Excel; and the 
ability to generate notifications or alarms based on the status of the solar PV system (i.e. emails or 
text messages). This platform shall be designed to allow expansion to include information from 
additional renewable energy systems from other facilities in the future. 

Due to cybersecurity concerns, GPTech (on behalf of its client, CBP OFAM), will disqualify any proposal 
which includes connecting new hardware to the existing Ethernet networks available at CBP facilities as 
part of the means of data communications. Communications hardware installed as part of this project must 
be able to operate independently of any and all other communications hardware already installed at the CBP 
facilities. Proposers are instructed to fully explain the alternative communication pathway to be used (e.g. 
cellular or radio connection), as well as security measures intended to limit and prevent in-bound 
communication to the hardware installed or to the existing renewable energy systems. 

Proposers shall note that the premises where work shall be performed are facilities owned and operated by 
CBP. All personnel who enter CBP property will be required to submit their Social Security Number in 
advance for a background check prior to arrival. GPTech recommends that employers pre-screen their 
employees before assigning them to work on this project. Additional requirements for contractor pre-
screening are given in Attachment B. 

3.1. Kingsville, TX Border Patrol Station 
The electrical power produced by the solar array at the Kingsville Border Patrol Station is interconnected 
to the facility’s electric distribution system via a 3-phase 100 kW Advanced Energy solar inverter located 
in the facility’s electrical room. Solar PV production is monitored via a TV screen located in the facility 
lobby. 
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The following set of dedicated metering hardware is already in place at the Kingsville Border Patrol Station 
for measuring solar PV production. This hardware was likely installed circa 2012 when the solar array was 
originally installed. Proposers shall note which of this hardware, if any, they intend to reuse, as well as 
plans for disposal of any of the existing equipment, if necessary, in accordance with DHS and GSA 
guidelines.1 Proposals should describe how the existing functionality (ability to monitor solar PV 
production via a TV screen in the lobby) shall be maintained. GPTech conducted an inspection of the facility 
in April 2018, including gathering the photos provided below. At that time both solar PV meters were 
functioning properly. There have been no major changes to the facility or the operational status of the solar 
PV system since that time. 

1. An E-Mon D-Mon Class 2000 Green Meter, model E20-480200-J-G-KIT, which provides a local 
indication of electric power produced. 

• This meter is connected to a set of current transformers (CTs). GPTech did not open the 
AC disconnect switch enclosure (located in the same electrical room as the inverter and 
this meter) in April 2018 in order to inspect or characterize the CTs.  

2. An eGauge model 2 energy meter. This meter is configured to send an output signal via Ethernet, 
by way of HomePlug Power Line Communications and an Actiontec MegaPlug 85 Mbps Ethernet 
Adapter. The Ethernet signal is sent directly from the adapter to a Minix Neo computer located in 
the lobby, which then displays the output of the meter on a TV screen by way of an HDMI cable. 

• This meter is connected to a set of CTs. GPTech did not open the AC disconnect switch 
enclosure (located in the same electrical room as the inverter and this meter) in April 2018 
in order to inspect or characterize the CTs. 

• GPTech did not open the electrical panel located next to the inverter in April 2018. Conduit 
pathways suggest that reference voltage measurements for the eGauge (taken via a 3-pole 
circuit breaker) are performed in this electrical panel. 

 
1 https://www.gsa.gov/buying-selling/government-property-for-sale-or-disposal/personal-property-for-reuse-
sale/personal-property-management-for-federal-agencies 
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Figure 1: General Configuration of Existing Solar PV Equipment in Kingsville Electrical Room 

 
Figure 2: Contents of eGauge Enclosure in Kingsville Electrical Room 
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Figure 3: Kingsville E-mon D-mon Meter 

 
Figure 4: The output from the eGauge is displayed on a TV in the facility lobby 

 
 

3.2. Los Ebanos Land Port of Entry 
The electrical power produced by the solar array at the Los Ebanos Land Port of Entry is interconnected to 
the facility’s electric distribution system via a 6 kW Fronius solar inverter and a 10 kW Fronius solar 
inverter, both of which are located in the facility’s electrical room. The output of both inverters is sent to a 
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load center on the outer wall of the main facility building, where it is combined, and then to a socket electric 
meter and AC disconnect switch. 

The socket electric meter on the outer wall, a Landis+Gyr Focus kWh Type ALF Form 2S meter installed 
in-line with the solar power produced, is the only dedicated meter hardware currently in place for the solar 
PV system. This meter is owned by CBP and not the local utility company. Proposers should feel free to 
propose replacing this socket meter if they believe that is the best approach to metering the solar array. If 
necessary, proposers shall include plans for disposal of any of the existing equipment in accordance with 
DHS and GSA guidelines.2 

Proposers should understand that this location is fairly remote and that cellular service is poor. There are 
two unused conduits between the electrical room and the ground-mounted solar array, each ~80 ft. long, 
which could potentially be repurposed for use with a communications system. Equipment could potentially 
be mounted to the underside of the ground-mounted solar array (the support structure). 

GPTech conducted an inspection of the facility in April 2018, including gathering the photos provided 
below. There have been no major changes to the facility or the operational status of the solar PV system 
since that time. 

Figure 5: Diagram of Solar Power Flow at Los Ebanos 

 
 

 
2 https://www.gsa.gov/buying-selling/government-property-for-sale-or-disposal/personal-property-for-reuse-
sale/personal-property-management-for-federal-agencies 
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Figure 6: General Configuration of Existing Solar PV Equipment in Los Ebanos Electrical Room 
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Figure 7: Trough below inverters 

 
 
Figure 8: General configuration of Existing Solar PV Equipment on Los Ebanos Outer Wall 
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Figure 9: Los Ebanos Existing Solar Meter 

 

Figure 10: Termination of Spare Conduits 
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ATTACHMENT B 
PRIME CONTRACT FLOWDOWN CLAUSES 

 
The following clauses from GPTech’s prime contract with CBP flowdown to subcontractors. 

The Contractor shall comply with the following Federal Acquisition Regulation (FAR) clauses, which are incorporated 
in this contract by reference, to implement provisions of law or Executive orders applicable to acquisitions of 
commercial items: 

 
i. 52.203-17 CONTRACTOR EMPLOYEE WHISTLEBLOWER RIGHTS AND REQUIREMENT TO 

INFORM EMPLOYEES OF WHISTLEBLOWER RIGHTS (APR 2014) 
ii. 52.204-4 PRINTED OR COPIED DOUBLE-SIDED ON POSTCONSUMER FIBER CONTENT PAPER 

(MAY 2011) 
iii. 52.204-13 SYSTEM FOR AWARD MANAGEMENT MAINTENANCE (OCT 2016) 
iv. 52.204-18 COMMERCIAL AND GOVERNMENT ENTITY CODE MAINTENANCE (JUL 2016) 
v. 52.212-4 CONTRACT TERMS AND CONDITIONS--COMMERCIAL ITEMS (JAN 2017) 

vi. 52.232-39 UNENFORCEABILITY OF UNAUTHORIZED OBLIGATIONS (JUN 2013) 
vii. 52.232-40 PROVIDING ACCELERATED PAYMENTS TO SMALL BUSINESS SUBCONTRACTORS 

(DEC 2013) 
viii. 3052.212-70 CONTRACT TERMS AND CONDITIONS APPLICABLE TO DHS ACQUISITION OF 

COMMERCIAL ITEMS (SEP 2012) 
o [X] 3052.204-71 Contractor Employee Access. 
o [X] Alternate I 
o [X] 3052.205-70 Advertisement, Publicizing Awards, and Releases. 
o [X] 3052.242-72 Contracting Officer’s Technical Representative. 

ix. 52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEMENT STATUTES OR 
EXECUTIVE ORDERS - COMMERCIAL ITEMS (JAN 2017) 

o (b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the Contracting 
Officer has indicated as being incorporated in this contract by reference to implement provisions of 
law or Executive orders applicable to acquisitions of commercial items: 

o [Contracting Officer check as appropriate] 
o [X] (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (SEP 2006), with Alternate 

I (OCT 1995) (41 U.S.C. 4704 and 10 U.S.C. 2402). 
o [X] (4) 52.204-10, Reporting Executive Compensation and First-Tier Subcontract Awards (OCT 

2016) (Pub. L. 109-282) (31 U.S.C. 6101 note). 
o [X] (6) 52.204-14, Service Contract Reporting Requirements (OCT 2016) (Pub. L. 111-117, section 

743 of Div. C). 
o [X] (8) 52.209-6, Protecting the Government's Interest When Subcontracting with Contractors 

Debarred, Suspended, or Proposed for Debarment (OCT 2015) (31 U.S.C. 6101 note). 
o [X] (9) 52.209-9, Updates of Publicly Available Information Regarding Responsibility Matters 

(JUL 2013) (41 U.S.C. 2313) 
o [X] (16) 52.219-8, Utilization of Small Business Concerns (NOV 2016) (15 U.S.C. 637(d)(2) and 

(3)). 
o [X] (19) 52.219-14, Limitations on Subcontracting (JAN 2017) (15 U.S.C. 637(a)(14)). 
o [X] (25) 52.222-3, Convict Labor (JUN 2003) (E.O. 11755). 
o  [X] (27) 52.222-21, Prohibition of Segregated Facilities (APR 2015). 
o [X] (28) 52.222-26, Equal Opportunity (SEP 2016) (E.O. 11246). 
o [X] (29) 52.222-35, Equal Opportunity for Veterans (OCT 2015) (38 U.S.C. 4212). 
o [X] (30) 52.222-36, Affirmative Action for Workers with Disabilities (JUL 2014) (29 U.S.C. 793). 
o [X] (31) 52.222-37, Employment Reports on Veterans (FEB 2016) (38 U.S.C. 4212). 
o [X ] (32) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (DEC 

2010) (E.O. 13496). 
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o [X] (33)(i) 52.222-50, Combating Trafficking in Persons (MAR 2015) (22 U.S.C. chapter 78 and 
E.O. 13627). 

o [X] (34) 52.222-54, Employment Eligibility Verification (OCT 2015). (Executive Order 12989). 
(Not applicable to the acquisition of commercially available off-the-shelf items or certain other types 
of commercial items as prescribed in 22.1803.) 

o [X] (44) 52.223-18, Encouraging Contractor Policies to Ban Text Messaging While Driving (AUG 
2011). 

x. 52.224-3 PRIVACY TRAINING, ALTERNATE I (DEVIATION) 
 

• GOVERNMENT CONSENT OF PUBLICATION/ENDORSEMENT (MAR 2003) 

Under no circumstances shall the Contractor, or anyone acting on behalf of the Contractor, refer to the supplies, 
services, or equipment furnished pursuant to the provisions of this contract in any news release or commercial 
advertising without first obtaining explicit written consent to do so from the Contracting Officer 
 
The Contractor agrees not to refer to awards in commercial advertising in such a manner as to state or imply that the 
product or service provided is endorsed or preferred by the Federal Government or is considered by the Government 
to be superior to other products or services.  

• SPECIAL SECURITY REQUIREMENT - CONTRACTOR PRE-SCREENING (SEP 2011) 

1. Contractors requiring recurring access to Government facilities or access to sensitive but unclassified information 
and/or logical access to Information Technology (IT) resources shall verify minimal fitness requirements for all 
persons/candidates designated for employment under any Department of Security (DHS) contract by pre-screening 
the person /candidate prior to submitting the name for consideration to work on the contract. Pre-screening the 
candidate ensures that minimum fitness requirements are considered and mitigates the burden of DHS having to 
conduct background investigations on objectionable candidates. The Contractor shall submit only those candidates 
that have not had a felony conviction within the past 36 months or illegal drug use within the past 12 months from the 
date of submission of their name as a candidate to perform work under this contract. Contractors are required to flow 
this requirement down to subcontractors. Pre-screening involves contractors and subcontractors reviewing: 

a. Felony convictions within the past 36 months. An acceptable means of obtaining information on felony 
convictions is from public records, free of charge, or from the National Crime Information Center (NCIC). 

b. Illegal drug use within the past 12 months. An acceptable means of obtaining information related to drug 
use is through employee self certification, by public records check; or if the contractor or subcontractor 
already has drug testing in place. There is no requirement for contractors and/or subcontractors to initiate a 
drug testing program if they do not have one already in place. 

c. Misconduct such as criminal activity on the job relating to fraud or theft within the past 12 months. An 
acceptable means of obtaining information related to misconduct is through employee self certification, by 
public records check, or other reference checks conducted in the normal course of business. 

2. Pre-screening shall be conducted within 15 business days after contract award. This requirement shall be placed in 
all subcontracts if the subcontractor requires routine physical access, access to sensitive but unclassified information, 
and/or logical access to IT resources. Failure to comply with the pre-screening requirement will result in the 
Contracting Officer taking the appropriate remedy. 

Definition: Logical Access means providing an authorized user the ability to access one or more computer system 
resources such as a workstation, network, application, or database through automated tools. A logical access control 
system (LACS) requires validation of an individual identity through some mechanism such as a personal identification 
number (PIN), card, username and password, biometric, or other token. The system has the capability to assign 
different access privileges to different persons depending on their roles and responsibilities in an organization. 

(End of clause) 
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• SAFEGUARDING OF SENSITIVE INFORMATION (MAR 2015) 
(a) Applicability. This clause applies to the Contractor, its subcontractors, and Contractor employees (hereafter 
referred to collectively as “Contractor”). The Contractor shall insert the substance of this clause in all subcontracts. 

(b) Definitions. As used in this clause— 

“Personally Identifiable Information (PII)” means information that can be used to distinguish or trace an 
individual's identity, such as name, social security number, or biometric records, either alone, or when 
combined with other personal or identifying information that is linked or linkable to a specific individual, 
such as date and place of birth, or mother’s maiden name. The definition of PII is not anchored to any single 
category of information or technology. Rather, it requires a case-by-case assessment of the specific risk that 
an individual can be identified. In performing this assessment, it is important for an agency to recognize that 
non-personally identifiable information can become personally identifiable information whenever additional 
information is made publicly available—in any medium and from any source—that, combined with other 
available information, could be used to identify an individual. 

PII is a subset of sensitive information. Examples of PII include, but are not limited to: name, date of birth, 
mailing address, telephone number, Social Security number (SSN), email address, zip code, account 
numbers, certificate/license numbers, vehicle identifiers including license plates, uniform resource locators 
(URLs), static Internet protocol addresses, biometric identifiers such as fingerprint, voiceprint, iris scan, 
photographic facial images, or any other unique identifying number or characteristic, and any information 
where it is reasonably foreseeable that the information will be linked with other information to identify the 
individual. 

“Sensitive Information” is defined in HSAR clause 3052.204-71, Contractor Employee Access, as any 
information, which if lost, misused, disclosed, or, without authorization is accessed, or modified, could 
adversely affect the national or homeland security interest, the conduct of Federal programs, or the privacy 
to which individuals are entitled under section 552a of Title 5, United States Code (the Privacy Act), but 
which has not been specifically authorized under criteria established by an Executive Order or an Act of 
Congress to be kept secret in the interest of national defense, homeland security or foreign policy. This 
definition includes the following categories of information: 

(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical Infrastructure Information 
Act of 2002 (Title II, Subtitle B, of the Homeland Security Act, Public Law 107-296, 196 Stat. 2135), as 
amended, the implementing regulations thereto (Title 6, Code of Federal Regulations, Part 29) as amended, 
the applicable PCII Procedures Manual, as amended, and any supplementary guidance officially 
communicated by an authorized official of the Department of Homeland Security (including the PCII 
Program Manager or his/her designee); 

(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations, Part 1520, as 
amended, “Policies and Procedures of Safeguarding and Control of SSI,” as amended, and any supplementary 
guidance officially communicated by an authorized official of the Department of Homeland Security 
(including the Assistant Secretary for the Transportation Security Administration or his/her designee); 

(3) Information designated as “For Official Use Only,” which is unclassified information of a sensitive nature 
and the unauthorized disclosure of which could adversely impact a person’s privacy or welfare, the conduct 
of Federal programs, or other programs or operations essential to the national or homeland security interest; 
and 

(4) Any information that is designated “sensitive” or subject to other controls, safeguards or protections in 
accordance with subsequently adopted homeland security information handling procedures. 

“Sensitive Information Incident” is an incident that includes the known, potential, or suspected exposure, 
loss of control, compromise, unauthorized disclosure, unauthorized acquisition, or unauthorized access or 
attempted access of any Government system, Contractor system, or sensitive information. 
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“Sensitive Personally Identifiable Information (SPII)” is a subset of PII, which if lost, compromised or 
disclosed without authorization, could result in substantial harm, embarrassment, inconvenience, or 
unfairness to an individual. Some forms of PII are sensitive as stand-alone elements. Examples of such PII 
include: Social Security numbers (SSN), driver’s license or state identification number, Alien Registration 
Numbers (A-number), financial account number, and biometric identifiers such as fingerprint, voiceprint, or 
iris scan. Additional examples include any groupings of information that contain an individual’s name or 
other unique identifier plus one or more of the following elements: 

(1) Truncated SSN (such as last 4 digits) 
(2) Date of birth (month, day, and year) 
(3) Citizenship or immigration status 
(4) Ethnic or religious affiliation 
(5) Sexual orientation 
(6) Criminal History 
(7) Medical Information 
(8) System authentication information such as mother’s maiden name, account passwords or personal 
identification numbers (PIN) 

Other PII may be “sensitive” depending on its context, such as a list of employees and their performance 
ratings or an unlisted home address or phone number. In contrast, a business card or public telephone 
directory of agency employees contains PII but is not sensitive. 

(c) Authorities. The Contractor shall follow all current versions of Government policies and guidance accessible at 
http://www.dhs.gov/dhs-security-and-training-requirements-contractors, or available upon request from the 
Contracting Officer, including but not limited to: 

(1) DHS Management Directive 11042.1 Safeguarding Sensitive But Unclassified (for Official Use Only) 
Information 
(2) DHS Sensitive Systems Policy Directive 4300A 
(3) DHS 4300A Sensitive Systems Handbook and Attachments 
(4) DHS Security Authorization Process Guide 
(5) DHS Handbook for Safeguarding Sensitive Personally Identifiable Information 
(6) DHS Instruction Handbook 121-01-007 Department of Homeland Security Personnel Suitability and 
Security Program 
(7) DHS Information Security Performance Plan (current fiscal year) 
(8) DHS Privacy Incident Handling Guidance 
(9) Federal Information Processing Standard (FIPS) 140-2 Security Requirements for Cryptographic 
Modules accessible at http://csrc.nist.gov/groups/STM/cmvp/standards.html 
(10) National Institute of Standards and Technology (NIST) Special Publication 800-53 Security and Privacy 
Controls for Federal Information Systems and Organizations accessible at 
http://csrc.nist.gov/publications/PubsSPs.html 
(11) NIST Special Publication 800-88 Guidelines for Media Sanitization accessible at 
http://csrc.nist.gov/publications/PubsSPs.html 

(d) Handling of Sensitive Information. Contractor compliance with this clause, as well as the policies and procedures 
described below, is required. 

 (1) Department of Homeland Security (DHS) policies and procedures on Contractor personnel security 
requirements are set forth in various Management Directives (MDs), Directives, and Instructions. MD 
11042.1, Safeguarding Sensitive But Unclassified (For Official Use Only) Information describes how 
Contractors must handle sensitive but unclassified information. DHS uses the term “FOR OFFICIAL USE 
ONLY” to identify sensitive but unclassified information that is not otherwise categorized by statute or 
regulation. Examples of sensitive information that are categorized by statute or regulation are PCII, SSI, etc. 
The DHS Sensitive Systems Policy Directive 4300A and the DHS 4300A Sensitive Systems Handbook 
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provide the policies and procedures on security for Information Technology (IT) resources. The DHS 
Handbook for Safeguarding Sensitive Personally Identifiable Information provides guidelines to help 
safeguard SPII in both paper and electronic form. DHS Instruction Handbook 121-01-007 Department of 
Homeland Security Personnel Suitability and Security Program establishes procedures, program 
responsibilities, minimum standards, and reporting protocols for the DHS Personnel Suitability and Security 
Program. 

(2) The Contractor shall not use or redistribute any sensitive information processed, stored, and/or transmitted 
by the Contractor except as specified in the contract. 

(3) All Contractor employees with access to sensitive information shall execute DHS Form 11000-6, 
Department of Homeland Security Non-Disclosure Agreement (NDA), as a condition of access to such 
information. The Contractor shall maintain signed copies of the NDA for all employees as a record of 
compliance. The Contractor shall provide copies of the signed NDA to the Contracting Officer’s 
Representative (COR) no later than two (2) days after execution of the form. 

(4) The Contractor’s invoicing, billing, and other recordkeeping systems maintained to support financial or 
other administrative functions shall not maintain SPII. It is acceptable to maintain in these systems the names, 
titles and contact information for the COR or other Government personnel associated with the administration 
of the contract, as needed. 

(e) Authority to Operate. The Contractor shall not input, store, process, output, and/or transmit sensitive information 
within a Contractor IT system without an Authority to Operate (ATO) signed by the Headquarters or Component CIO, 
or designee, in consultation with the Headquarters or Component Privacy Officer. Unless otherwise specified in the 
ATO letter, the ATO is valid for three (3) years. The Contractor shall adhere to current Government policies, 
procedures, and guidance for the Security Authorization (SA) process as defined below. 

(1) Complete the Security Authorization process. The SA process shall proceed according to the DHS 
Sensitive Systems Policy Directive 4300A (Version 11.0, April 30, 2014), or any successor publication, DHS 
4300A Sensitive Systems Handbook (Version 9.1, July 24, 2012), or any successor publication, and the 
Security Authorization Process Guide including templates. 

(i) Security Authorization Process Documentation. SA documentation shall be developed using the 
Government provided Requirements Traceability Matrix and Government security documentation 
templates. SA documentation consists of the following: Security Plan, Contingency Plan, 
Contingency Plan Test Results, Configuration Management Plan, Security Assessment Plan, 
Security Assessment Report, and Authorization to Operate Letter. Additional documents that may 
be required include a Plan(s) of Action and Milestones and Interconnection Security Agreement(s). 
During the development of SA documentation, the Contractor shall submit a signed SA package, 
validated by an independent third party, to the COR for acceptance by the Headquarters or 
Component CIO, or designee, at least thirty (30) days prior to the date of operation of the IT system. 
The Government is the final authority on the compliance of the SA package and may limit the 
number of resubmissions of a modified SA package. Once the ATO has been accepted by the 
Headquarters or Component CIO, or designee, the Contracting Officer shall incorporate the ATO 
into the contract as a compliance document. The Government’s acceptance of the ATO does not 
alleviate the Contractor’s responsibility to ensure the IT system controls are implemented and 
operating effectively. 

(ii) Independent Assessment. Contractors shall have an independent third party validate the security 
and privacy controls in place for the system(s). The independent third party shall review and analyze 
the SA package, and report on technical, operational, and management level deficiencies as outlined 
in NIST Special Publication 800-53 Security and Privacy Controls for Federal Information Systems 
and Organizations. The Contractor shall address all deficiencies before submitting the SA package 
to the Government for acceptance. 
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 (iii) Support the completion of the Privacy Threshold Analysis (PTA) as needed. As part of the SA 
process, the Contractor may be required to support the Government in the completion of the PTA. 
The requirement to complete a PTA is triggered by the creation, use, modification, upgrade, or 
disposition of a Contractor IT system that will store, maintain and use PII, and must be renewed at 
least every three (3) years. Upon review of the PTA, the DHS Privacy Office determines whether a 
Privacy Impact Assessment (PIA) and/or Privacy Act System of Records Notice (SORN), or 
modifications thereto, are required. The Contractor shall provide all support necessary to assist the 
Department in completing the PIA in a timely manner and shall ensure that project management 
plans and schedules include time for the completion of the PTA, PIA, and SORN (to the extent 
required) as milestones. Support in this context includes responding timely to requests for 
information from the Government about the use, access, storage, and maintenance of PII on the 
Contractor’s system, and providing timely review of relevant compliance documents for factual 
accuracy. Information on the DHS privacy compliance process, including PTAs, PIAs, and SORNs, 
is accessible at http://www.dhs.gov/privacy-compliance. 

(2) Renewal of ATO. Unless otherwise specified in the ATO letter, the ATO shall be renewed every three 
(3) years. The Contractor is required to update its SA package as part of the ATO renewal process. The 
Contractor shall update its SA package by one of the following methods: (1) Updating the SA documentation 
in the DHS automated information assurance tool for acceptance by the Headquarters or Component CIO, or 
designee, at least 90 days before the ATO expiration date for review and verification of security controls; or 
(2) Submitting an updated SA package directly to the COR for approval by the Headquarters or Component 
CIO, or designee, at least 90 days before the ATO expiration date for review and verification of security 
controls. The 90 day review process is independent of the system production date and therefore it is important 
that the Contractor build the review into project schedules. The reviews may include onsite visits that involve 
physical or logical inspection of the Contractor environment to ensure controls are in place. 

(3) Security Review. The Government may elect to conduct random periodic reviews to ensure that the 
security requirements contained in this contract are being implemented and enforced. The Contractor shall 
afford DHS, the Office of the Inspector General, and other Government organizations access to the 
Contractor’s facilities, installations, operations, documentation, databases and personnel used in the 
performance of this contract. The Contractor shall, through the Contracting Officer and COR, contact the 
Headquarters or Component CIO, or designee, to coordinate and participate in review and inspection activity 
by Government organizations external to the DHS. Access shall be provided, to the extent necessary as 
determined by the Government, for the Government to carry out a program of inspection, investigation, and 
audit to safeguard against threats and hazards to the integrity, availability and confidentiality of Government 
data or the function of computer systems used in performance of this contract and to preserve evidence of 
computer crime. 

(4) Continuous Monitoring. All Contractor-operated systems that input, store, process, output, and/or 
transmit sensitive information shall meet or exceed the continuous monitoring requirements identified in the 
Fiscal Year 2014 DHS Information Security Performance Plan, or successor publication. The plan is updated 
on an annual basis. The Contractor shall also store monthly continuous monitoring data at its location for a 
period not less than one year from the date the data is created. The data shall be encrypted in accordance with 
FIPS 140-2 Security Requirements for Cryptographic Modules and shall not be stored on systems that are 
shared with other commercial or Government entities. The Government may elect to perform continuous 
monitoring and IT security scanning of Contractor systems from Government tools and infrastructure. 

(5) Revocation of ATO. In the event of a sensitive information incident, the Government may suspend or 
revoke an existing ATO (either in part or in whole). If an ATO is suspended or revoked in accordance with 
this provision, the Contracting Officer may direct the Contractor to take additional security measures to 
secure sensitive information. These measures may include restricting access to sensitive information on the 
Contractor IT system under this contract. Restricting access may include disconnecting the system 
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processing, storing, or transmitting the sensitive information from the Internet or other networks or applying 
additional security controls. 

(6) Federal Reporting Requirements. Contractors operating information systems on behalf of the Government 
or operating systems containing sensitive information shall comply with Federal reporting requirements. 
Annual and quarterly data collection will be coordinated by the Government. Contractors shall provide the 
COR with requested information within three (3) business days of receipt of the request. Reporting 
requirements are determined by the Government and are defined in the Fiscal Year 2014 DHS Information 
Security Performance Plan, or successor publication. The Contractor shall provide the Government with all 
information to fully satisfy Federal reporting requirements for Contractor systems. 

(f) Sensitive Information Incident Reporting Requirements. 

(1) All known or suspected sensitive information incidents shall be reported to the Headquarters or 
Component Security Operations Center (SOC) within one hour of discovery in accordance with 4300A 
Sensitive Systems Handbook Incident Response and Reporting requirements. When notifying the 
Headquarters or Component SOC, the Contractor shall also notify the Contracting Officer, COR, 
Headquarters or Component Privacy Officer, and US-CERT using the contact information identified in the 
contract. If the incident is reported by phone or the Contracting Officer’s email address is not immediately 
available, the Contractor shall contact the Contracting Officer immediately after reporting the incident to the 
Headquarters or Component SOC. The Contractor shall not include any sensitive information in the subject 
or body of any e-mail. To transmit sensitive information, the Contractor shall use FIPS 140-2 Security 
Requirements for Cryptographic Modules compliant encryption methods to protect sensitive information in 
attachments to email. Passwords shall not be communicated in the same email as the attachment. A sensitive 
information incident shall not, by itself, be interpreted as evidence that the Contractor has failed to provide 
adequate information security safeguards for sensitive information, or has otherwise failed to meet the 
requirements of the contract. 

(2) If a sensitive information incident involves PII or SPII, in addition to the reporting requirements in 4300A 
Sensitive Systems Handbook Incident Response and Reporting, Contractors shall also provide as many of 
the following data elements that are available at the time the incident is reported, with any remaining data 
elements provided within 24 hours of submission of the initial incident report: 

(i) Data Universal Numbering System (DUNS); 
(ii) Contract numbers affected unless all contracts by the company are affected; 
(iii) Facility CAGE code if the location of the event is different than the prime contractor location; 
(iv) Point of contact (POC) if different than the POC recorded in the System for Award Management 
(address, position, telephone, email); 
(v) Contracting Officer POC (address, telephone, email); 
(vi) Contract clearance level; 
(vii) Name of subcontractor and CAGE code if this was an incident on a subcontractor network; 
(viii) Government programs, platforms or systems involved; 
(ix) Location(s) of incident; 
(x) Date and time the incident was discovered; 
(xi) Server names where sensitive information resided at the time of the incident, both at the 
Contractor and subcontractor level; 
(xii) Description of the Government PII and/or SPII contained within the system; 
(xiii) Number of people potentially affected and the estimate or actual number of records exposed 
and/or contained within the system; and 
(xiv) Any additional information relevant to the incident. 

(g) Sensitive Information Incident Response Requirements. 
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(1) All determinations related to sensitive information incidents, including response activities, notifications 
to affected individuals and/or Federal agencies, and related services (e.g., credit monitoring) will be made in 
writing by the Contracting Officer in consultation with the Headquarters or Component CIO and 
Headquarters or Component Privacy Officer. 

(2) The Contractor shall provide full access and cooperation for all activities determined by the Government 
to be required to ensure an effective incident response, including providing all requested images, log files, 
and event information to facilitate rapid resolution of sensitive information incidents. 

(3) Incident response activities determined to be required by the Government may include, but are not limited 
to, the following: 

(i) Inspections, 
(ii) Investigations, 
(iii) Forensic reviews, and 
(iv) Data analyses and processing. 

 (4) The Government, at its sole discretion, may obtain the assistance from other Federal agencies and/or 
third-party firms to aid in incident response activities. 

(h) Additional PII and/or SPII Notification Requirements. 

(1) The Contractor shall have in place procedures and the capability to notify any individual whose PII resided 
in the Contractor IT system at the time of the sensitive information incident not later than 5 business days 
after being directed to notify individuals, unless otherwise approved by the Contracting Officer. The method 
and content of any notification by the Contractor shall be coordinated with, and subject to prior written 
approval by the Contracting Officer, in consultation with the Headquarters or Component Privacy Officer, 
utilizing the DHS Privacy Incident Handling Guidance. The Contractor shall not proceed with notification 
unless the Contracting Officer, in consultation with the Headquarters or Component Privacy Officer, has 
determined in writing that notification is appropriate. 

(2) Subject to Government analysis of the incident and the terms of its instructions to the Contractor regarding 
any resulting notification, the notification method may consist of letters to affected individuals sent by first 
class mail, electronic means, or general public notice, as approved by the Government. Notification may 
require the Contractor’s use of address verification and/or address location services. At a minimum, the 
notification shall include: 

(i) A brief description of the incident; 
(ii) A description of the types of PII and SPII involved; 
(iii) A statement as to whether the PII or SPII was encrypted or protected by other means; 
(iv) Steps individuals may take to protect themselves; 
(v) What the Contractor and/or the Government are doing to investigate the incident, to mitigate the 
incident, and to protect against any future incidents; and 
(vi) Information identifying who individuals may contact for additional information. 

(i) Credit Monitoring Requirements. In the event that a sensitive information incident involves PII or SPII, the 
Contractor may be required to, as directed by the Contracting Officer: 

(1) Provide notification to affected individuals as described above; and/or 

(2) Provide credit monitoring services to individuals whose data was under the control of the Contractor or 
resided in the Contractor IT system at the time of the sensitive information incident for a period beginning 
the date of the incident and extending not less than 18 months from the date the individual is notified. Credit 
monitoring services shall be provided from a company with which the Contractor has no affiliation. At a 
minimum, credit monitoring services shall include: 
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(i) Triple credit bureau monitoring; 
(ii) Daily customer service; 
(iii) Alerts provided to the individual for changes and fraud; and 
(iv) Assistance to the individual with enrollment in the services and the use of fraud alerts; and/or 

(3) Establish a dedicated call center. Call center services shall include: 

(i) A dedicated telephone number to contact customer service within a fixed period; 
(ii) Information necessary for registrants/enrollees to access credit reports and credit scores; 
(iii) Weekly reports on call center volume, issue escalation (i.e., those calls that cannot be handled 
by call center staff and must be resolved by call center management or DHS, as appropriate), and 
other key metrics; 
(iv) Escalation of calls that cannot be handled by call center staff to call center management or DHS, 
as appropriate; 
(v) Customized FAQs, approved in writing by the Contracting Officer in coordination with the 
Headquarters or Component Chief Privacy Officer; and 
(vi) Information for registrants to contact customer service representatives and fraud resolution 
representatives for credit monitoring assistance. 

(j) Certification of Sanitization of Government and Government-Activity-Related Files and Information. As part of 
contract closeout, the Contractor shall submit the certification to the COR and the Contracting Officer following the 
template provided in NIST Special Publication 800-88 Guidelines for Media Sanitization. 

(End of clause) 

• INFORMATION TECHNOLOGY SECURITY AND PRIVACY TRAINING (MAR 2015) 
 

(a) Applicability. This clause applies to the Contractor, its subcontractors, and Contractor employees (hereafter 
referred to collectively as “Contractor”). The Contractor shall insert the substance of this clause in all subcontracts. 

(b) Security Training Requirements. 

(1) All users of Federal information systems are required by Title 5, Code of Federal Regulations, Part 
930.301, Subpart C, as amended, to be exposed to security awareness materials annually or whenever system 
security changes occur, or when the user’s responsibilities change. The Department of Homeland Security 
(DHS) requires that Contractor employees take an annual Information Technology Security Awareness 
Training course before accessing sensitive information under the contract. Unless otherwise specified, the 
training shall be completed within thirty (30) days of contract award and be completed on an annual basis 
thereafter not later than October 31st of each year. Any new Contractor employees assigned to the contract 
shall complete the training before accessing sensitive information under the contract. The training is 
accessible at http://www.dhs.gov/dhs-security-and-training-requirements-contractors. The Contractor shall 
maintain copies of training certificates for all Contractor and subcontractor employees as a record of 
compliance. Unless otherwise specified, initial training certificates for each Contractor and subcontractor 
employee shall be provided to the Contracting Officer’s Representative (COR) not later than thirty (30) days 
after contract award. Subsequent training certificates to satisfy the annual training requirement shall be 
submitted to the COR via e-mail notification not later than October 31st of each year. The e-mail notification 
shall state the required training has been completed for all Contractor and subcontractor employees. 

(2) The DHS Rules of Behavior apply to every DHS employee, Contractor and subcontractor that will have 
access to DHS systems and sensitive information. The DHS Rules of Behavior shall be signed before 
accessing DHS systems and sensitive information. The DHS Rules of Behavior is a document that informs 
users of their responsibilities when accessing DHS systems and holds users accountable for actions taken 
while accessing DHS systems and using DHS Information Technology resources capable of inputting, 
storing, processing, outputting, and/or transmitting sensitive information. The DHS Rules of Behavior is 
accessible at http://www.dhs.gov/dhs-security-and-training-requirements-contractors. Unless otherwise 
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specified, the DHS Rules of Behavior shall be signed within thirty (30) days of contract award. Any new 
Contractor employees assigned to the contract shall also sign the DHS Rules of Behavior before accessing 
DHS systems and sensitive information. The Contractor shall maintain signed copies of the DHS Rules of 
Behavior for all Contractor and subcontractor employees as a record of compliance. Unless otherwise 
specified, the Contractor shall e-mail copies of the signed DHS Rules of Behavior to the COR not later than 
thirty (30) days after contract award for each employee. The DHS Rules of Behavior will be reviewed 
annually and the COR will provide notification when a review is required. 

(c) Privacy Training Requirements. All Contractor and subcontractor employees that will have access to Personally 
Identifiable Information (PII) and/or Sensitive PII (SPII) are required to take Privacy at DHS: Protecting Personal 
Information before accessing PII and/or SPII. The training is accessible at http://www.dhs.gov/dhs-security-and-
training-requirements-contractors. Training shall be completed within thirty (30) days of contract award and be 
completed on an annual basis thereafter not later than October 31st of each year. Any new Contractor employees 
assigned to the contract shall also complete the training before accessing PII and/or SPII. The Contractor shall maintain 
copies of training certificates for all Contractor and subcontractor employees as a record of compliance. Initial training 
certificates for each Contractor and subcontractor employee shall be provided to the COR not later than thirty (30) 
days after contract award. Subsequent training certificates to satisfy the annual training requirement shall be submitted 
to the COR via e-mail notification not later than October 31st of each year. The e-mail notification shall state the 
required training has been completed for all Contractor and subcontractor employees. 

(End of clause) 

• TRAVEL COSTS (AUG 2008) 
 

Costs for transportation, lodging, meals, and incidental expenses shall be reimbursed in accordance with Federal 
Acquisition Regulation (FAR) Subsection 31.205-46 and acceptable accounting procedures. 

If it becomes necessary for the contractor to use the higher actual expense method repetitively or on a continuing basis 
in a particular area (see FAR 31.205-46(3)(iii)), the contractor must obtain advance approval from the contracting 
officer and comply with all requirements for justifications and documentation set forth in FAR Subsection 31.205-46 
for allowability of travel costs. 

As provided in FAR 31.205-46(a)(5), the Contracting Officer may consider an advance agreement (see FAR 31.109) 
with the contractor to avoid confusion in the treatment of costs anticipated to be incurred in unusual or special travel 
situations. The advance agreement shall be incorporated in the contract. 

(End of clause) 
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